Japan-Estonia EU Digital Society Promotion Council (JEEADIS)
Policy Proposal, December 10, 2025

Democratic and Digitally Driven Counterintelligence Enhancement

Establishing a National Intelligence Bureau (NIB) with Zero Executive Powers
- Enabling Automated 72-Hour Crisis Response and Top-Tier Five Eyes and
QUAD Partnership -

[Executive Summary]

This proposal presents a comprehensive roadmap to elevate Japan to "top-tier partner"
status within Five Eyes and QUAD by 2035, through a phased, realistic redesign that places
democratic oversight as an absolute prerequisite.

Core Pillars (Five Key Elements)

e Establishment of a "analysis-specialist” National Intelligence Bureau (NIB) with no
executive or law enforcement powers (U.S. ODNI model).

e Household registry and personal data authenticity guarantees using Estonia-inspired
digital technologies (anti-impersonation measures).

e Standing parliamentary Intelligence Oversight Committee (4 government + 4
opposition + 1 Supreme Court-nominated justice; Top Secret security clearance
mandatory).

e 10-30 minute trigger + automated 72-hour crisis response mechanism for Taiwan
contingencies and similar crises (institutional minimization of political discretion).

e Fully funded by 1-3% of the GDP 2% defense spending increase (no tax hikes or
social security cuts required).

First Endorser (as of December 10, 2025)

Position / Title Area of Expertise
Representative Director, Governance Architect Institute (General Procurement
Incorporated Association) management and
Former Japan Ground Self-Defense Force Officer (Instructor; business reform of
Logistics & Information Systems) government information
Former Government CIO Assistant systems

Former Japan Maritime Self-Defense Force Rotary-Wing Pilot
(Anti-Submarine Warfare Helicopters)

Current IT Engineer / Database Specialist (Design & Performance
Optimization)

All endorsers are listed by their position and area of expertise. Individual names are withheld
for privacy, unless expressly requested.



Japan-Estonia EU Digital Society Promotion Council (JEEADIS)
Policy Proposal Announcement, December 10, 2025

Democratic and Digitally Driven Counterintelligence Enhancement

Establishing a National Intelligence Bureau (NIB) with Zero Executive Powers
- Enabling Automated 72-Hour Crisis Response and Top-Tier Five Eyes and
QUAD Partnership -

1. Key Points (5-Line Summary)

Prioritize the enactment of a standing parliamentary specialist oversight body to
establish democratic controls upfront.

Position counterintelligence (human infiltration countermeasures) at the apex of
national strategy, integrating operations via a Joint Analysis Center-style National
Intelligence Bureau (NIB).

Gradually expand security clearances across all sectors, enabling HQE-style
short-term appointments and limited utilization of talent with foreign roots.
Expeditiously implement active cyber defense (ACD) , SIGINT/OSINT/AI
infrastructure to mitigate U.S. commercial dependency risks.

Mandate strategic communications and a transparency package at the time of
legislation to thoroughly dispel "surveillance society" concerns.

2. Detailed Proposals (By Sector)
Legal Framework and Democratic Oversight (Top Priority: Ensuring Political
Legitimacy)

Establish a standing "Intelligence Oversight Committee" in the Diet (9 members: 4
from ruling parties, 4 from opposition, +1 Supreme Court nomination slot: a sitting
justice nominated by the Chief Justice).

Mandate Top Secret-level (highest classification) security clearance for committee
members prior to appointment, with biennial re-vetting.

Statutory rights to closed sessions, mandatory annual reports, and audit powers.
Enact a comprehensive "National Intelligence Act (tentative title)" (clarifying powers,
principle of minimal necessity, explicit judicial review and human rights remedy
pathways).

Organizational Design: Establishment of the National Intelligence Bureau (NIB) (Joint
Analysis Center Model)

Establish a Joint Analysis Center-style National Intelligence Bureau (NIB), centered
on the Cabinet Intelligence and Research Office, integrating information functions
from existing ministries (Public Security, Defense Ministry Intelligence Department,
Foreign Ministry, etc.).

NIB Director shall be subject to Imperial appointment, requiring consent from
three-fifths or more of both houses of the Diet.

The NIB shall not usurp ministry powers but adopt a functional aggregation model for
"unified analysis and prioritization" of information collected by each agency (UK
JIC/U.S. ODNI model). Collection and execution powers remain with police, public
security, Self-Defense Forces, etc., as before; NIB powers limited strictly to "analysis,



sharing, and coordination," with legal explicitness that it holds no execution powers
whatsoever, including investigations, arrests, coercive measures, or
telecommunications interception.

e No arrest powers; delegate to public security/police (to avoid constitutional
concerns).

e Install a Joint Analysis Center (AI/OSINT/SIGINT integration) within the NIB.

Security Clearances and Human Resources Policy

e Base operations guidelines on the A—C classifications under the Important Economic
Security Information Protection and Utilization Act (effective May 2025), gradually
aligning "close relationship reviews (background checks)" in defense and diplomacy
sectors, and expanding to all fields.

e Phase-integrate review standards between Economic Security A-C and
Defense/Diplomacy Top Secret/Secret classifications, unifying into a mutually
compatible system by 2029.

e Legislate the HQE (Highly Qualified Expert) system (1-3 year terms; annual salary
exceeding 30 million yen).

e "Limited Security Clearance" framework for talent with foreign roots (rigorous
background checks + language skill bonuses; sourcing routes for native analysts on
China/North Korea/Russia detailed separately—see Reference Material 6).

e Mandatory reskilling programs for retired Self-Defense Force/police officers.

Technical Infrastructure and Supply Chain Autonomy

e Dual procurement for commercial satellites/SIGINT (domestic/allied joint +
commercial backup).

e Build government-wide common Al/OSINT pipeline (leveraging government cloud,
with servers domestically hosted).

e Finalize active cyber defense (ACD) operational rules (international law compliance,
mandatory judicial review). Operational responsibility body: tripartite council of Digital
Agency, Defense Ministry, NISC; final approval authority with Cabinet.

Counterintelligence Operations and Human Infiltration Countermeasures

e Establish a "National Counterintelligence Program" under NIB (reporting channels for
corporations/universities + victim compensation).

e Strengthening Household Registry and My Number Systems
"The current structure and operation of the Household Registry Act - including
counter services and certificate formats - will remain unchanged. The reform will
redesign only the backend database, shifting to a person-centric data model with My
Number as the primary key, drawing on Estonia’s authenticity guarantee and
audit-log technologies. This approach requires no major legislative amendment and
can be implemented through phased migration using an X-Road-style framework,
enabling technical prevention of identity theft and impersonation without citizens
noticing any change."

Strategic Communications (Key to Breaking Vicious Cycles)
e Require attachment of a "Transparency Package" (oversight mechanisms, power
limitations, remedies, KPIs) to all bills upon submission.



e National information literacy campaign for citizens (mandatory in schools, local
workshops).
e Pre-agree crisis information disclosure protocols.

3. Implementation Plan and KPIs

Period Key Measures Major KPIs (Examples)
Short-Te | - Intelligence Oversight Committee - Oversight Committee design
rm Establishment Act/National Intelligence | published (within 6 months) « 10+
(~End-2 | Act draft release * HQE pilot (20-person | HQE pilot hires
026) scale) « Commercial satellite bulk pilot
contract « ACD rules formulation team
launch
Medium- | - NIB establishment/Joint Analysis - 300 NIB core staff « 5,000 security
Term Center operational « Full-field security clearance holders * 99% Al
(2027-2 | clearance expansion * infrastructure uptime
029) Government-wide Al/OSINT
infrastructure full rollout « ACD full
operations start
Long-Ter | - Domestic/allied joint satellite/SIGINT - 30% reduction in commercial
m asset enhancement « Household DB dependency * By 2035, achieve "top
(2030-2 | refresh complete ¢« Information literacy | 25% among non-domain foreign
035) national metrics exceed OECD average | partners" in Five Eyes and QUAD
evaluations (RAG scores, etc.)

4. Budget Estimate (Reference)

Short-Term (Preparation/Pilot): 5-10 billion yen
Medium-Term (NIB Setup/Al Infrastructure): 50—-100 billion yen/year

Long-Term (Satellites/SIGINT Assets): Cumulative 300-500 billion yen (compressible via
allied joint procurement)
— Comparable to investment levels in similarly sized/threat-exposed countries (Estonia,
Sweden, Israel). Fully funded from the additional defense budget resulting from the increase
to 2% of GDP (using 1% initially, rising to 3% within five years).

5. Risks and Mitigation Measures

Risk

Mitigation

criticism

Surveillance society

audits/judicial reviews

Mandatory transparency package, statutory independent

Political

misuse/secret police
concerns

Introduce Diet consent for NIB Director appointment (or mandatory
hearings), legally explicit full exclusion of executive powers,
clauses preventing arbitrary dismissal during regime changes




Ministry/human Adopt joint center model, explicit status quo on collection powers,
rights group establish cross-party task force
resistance

Budget/technology Public-private partnerships (P3) model, results-linked contracts
investment delays with private sector

6. Conclusion

As of November 2025, Japan stands at a historic turning point where foundational laws are
finally gaining momentum.

By upholding democratic oversight as an ironclad rule, positioning the NIB as an
"analysis-specialist institution" with no executive powers whatsoever, and prioritizing public
trust to strengthen counterintelligence, technology, and human resources, the path to
becoming an "information state" evaluated as a "top-tier partner" in Five Eyes and QUAD by
2035 is fully open.

Now is the time to realize intelligence reform that is quintessentially Japanese, grounded in
public understanding and trust.



Reference Materials

Reference Material 1: Intelligence Cycle Centered on the National Intelligence Bureau

(NIB)
Intelligence Executing Agency NIB Role Oversight
Cycle Phase (Execution) (Analysis/Coordination (Oversight)
Specialist)
1. Direction NSC / Prime Minister | Support/propose prioritization | Diet
Intelligence
Oversight
Committee
(annual
reports/audits)
2. Tasking NSC + Ministries Propose duplication Diet
elimination/asset optimization | Intelligence
(pre-legality check) Oversight
Committee
(post-review)
3. Collection Police/Public No collection directives; Courts (for
Security/Defense receive only from agencies warrant-requir
Intelligence/Foreign ed methods)
Ministry/Coast
Guard, etc.
4. Ministry analysts All-source integrated Diet
Analysis/Assess | (specialized analysis/comprehensive Intelligence
ment analysis) evaluation/active presentation | Oversight
of contrary evidence Committee
(process
audits)
5. Ministry routes + NIB | Direct reporting to PM/NSC Diet
Dissemination/R (including inconvenient Intelligence
eporting information) Oversight
Committee
(post-report
audits)
6. Action Police (arrests)/SDF | No powers (No Courts

(defense
mobilization)/Foreign
Ministry (diplomacy)

Executive/Police Power)

(warrants)/Diet
(post-approval
if required)




Reference Material 2: Organizational Relationship Diagram Post-Proposal (2030-2035 Goal)

Organizational Relationship Diagram Post-Proposal (2030-2035 Goal) s,l J==AJIS

NIB: IC Ops + Command Functions
PM & NSC: Policy / Final Decision-Making
Oversight, Annual Reporting, Audit Authority,
Counterintelligence as the First Priority Mandatory Top-Secret Clearance and Diet-
No Offensive Espionage Activities m Confirmed Appointments

Parliamentary Intelligence
m Oversight Committee
National Security National Security
Secretariat (NSS) Council (NSC)

Policy Coordination & Prioritization

Joint Analysis Center

Analysis / Sharing / Coordination Expertise National Nationa! Counterin.telligence P.rogram
(Joint Intelligence Center Model) . International Intelligence-Sharing Gateway
- Intelligence
No Executive Powers . . .
(No authority for investigation, arrest, Bureau (NIB) International Law & Judicial Review
Final Approval:
I I I I I I Cabinet
: Public Japan Self- 7 P
Natl?nal Security e Mlmst.ry Japan .0'I.:he|.' D!g-rtal Agency
Police : . of Foreign Coast Ministries Ministry of Defense
Intelligence — Intelligence . .
Agency Agency (PSIA) Headquarters Affairs Guard / Agencies NISC
Domestic Collection Military Diplomatic Maritime Specialized Intelligence
& Investigation Intelligence Intelligence Domain Sensitive Tech & Supply Chain
Intelligence Trade & Finance Flows

Telecom Infrastructure

.jeead iS._jp Economic Security

Source: Created based on the proposal



Reference Material 3: Japanese Integrated Crisis Scenario Activation Flow (2025-2035
Proposal)

[Purpose]
Fundamentally eliminate the "total annihilation risk in the first 72 hours" highlighted in Taiwan
contingencies, realizing 10—-30 minute trigger activation and 72-hour automatic execution.

[Political Lock]
Cabinet approves the "Integrated Crisis Manual" quarterly; simultaneous reporting to Diet
Intelligence Oversight Committee (prevents alterations during regime changes).

[Scientific Basis]

NIB drafts worst- and most-likely scenarios based on immutable official indicator models
(threat x domain); ministries submit domain-specific scenarios under legal provision
obligations.

[Activation Flow]

NIB (24/7 monitoring) — Detect threshold exceedance and alert within 5 minutes

— PM/NSC confirms facts only within 10-30 minutes to trigger (no political discretion
required)

— Pre-approved Integrated Crisis Manual auto-launches

— Immediate activation of statutorily designated auto-execution items (evacuation orders,
unit movement prep, cyber defense posture shift, etc.)

— Biennial mandatory tabletop/live exercises to prevent dead-letter status

[Effects]

Institutionally seals siloed operations/responsibility evasion; fully compliant with
Constitution/democratic oversight; transforms Japan into NATO's "fastest/most reliable
partner" via Five Eyes and QUAD joint responses.



Reference Material 4: Overall View of Crisis Scenario Activation Flow

Overall View of Crisis Scenario Activation Flow §==n0is
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Source: Created based on the proposal WWW'JeeadIS'Jp



Reference Material 5: Scenario Metadata Structure (Threat Area x Domain)

Threats (EID)

vaccine disinformation campaigns, export controls on critical
supplies

Threat Area Domain Representative Indicators Lead Agency

China (PRC) Military Satellite imagery of troop concentrations, large-scale Defense Ministry — Intelligence
deployments under exercise pretexts, surge in "combat Headquarters
readiness patrols" around Taiwan

China (PRC) Maritime Coast Guard incursions into 12-nm zone, militia vessel fleets | Coast Guard + Defense Ministry
disguised as fishing boats, gray-zone escalation

China (PRC) Cyber Lateral movement into critical infrastructure, zero-day prep NISC + Digital Agency
behaviors, DDoS + ransomware hybrid attacks

China (PRC) Economic Security Semiconductor/rare earth embargo hints, surge in investment | METI + Finance Ministry
reviews for key firms, forced supply chain severance

Russia Military/Energy Large-scale exercises near Northern Territories, physical Defense Ministry + METI
threats to natural gas pipelines, anomalous Eastern District
troop movements

North Korea Nuclear/Missile Satellite imagery of launch prep, mobile launcher Defense Ministry + Foreign Ministry
deployments, anomalous nuclear test site activity

Non-State Domestic Security Radical entry/latent signs, suspicious actions near critical National Police Agency/Public

Actors/Terror facilities, threats before major events Security Intelligence Agency

Hybrid Natural Multi-domain Post-major quake/typhoon: disinformation spread, aid Cabinet Office — Disaster

Disaster (HDX) interference, simultaneous cyber attacks Management + NISC

Pandemic/Biological Multi-domain Infection explosion + ransomware on medical facilities, Health Ministry + NISC + METI
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Reference Material 6: Proposal for Limited Security Clearance Operational Guidelines
for Talent with Foreign Roots (LSC)

1. Eligibility
Limited to holders of Japanese nationality only (foreign nationals ineligible).

2. Application Conditions (Limited to Those Meeting Both Q) and )

@ 10+ years since acquisition of Japanese nationality.

@ One of: Born/raised in Japan (elementary/middle/high school graduation) / 10+ years
marriage to Japanese national / 20+ years cumulative residence in Japan.

3. Security Review (Common to All Security Clearance Applicants)
Comprehensive evaluation of the following; deny if vulnerabilities identified:
e Economic vulnerabilities (multiple debts, gambling dependency, anomalous
remittance history, etc.).
Ongoing contact history with foreign governments/agencies.
Direct-line relatives' affiliations with foreign governments/militaries/intelligence
agencies.
e 6+ months continuous stay in China/North Korea/Russia within the past 10 years.

4. Permanent Disqualification Criteria (Immediate Disqualification if Applicable)
e Failure to renounce original nationality upon naturalization (dual nationality
naturalization).
e Direct-line relatives currently residing in China/North Korea/Russia and holding that
country's nationality.

5. Operational Sourcing Routes (Based on Current Track Record)
Third-generation+ Zainichi Koreans, North Korean defector naturalized persons,
Taiwan-origin naturalized persons (10+ years), former Soviet sphere naturalized persons
(20+ years residence), etc.
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